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Motivation

A Ensuring sufficient product reliability is critical
(especially automotive!)

I Markets lost and gained
I Reputations can persist for years or decades
I Hundreds of millions of dollars won and lost

A Opportunities for improvement

I Total warranty costs range from $75 to $700 per car

I Failure rates for E/E systems in vehicles range from 1
to 5% in first year of operation

A Hansen Report (April 2005)

I Difficult to introduce drive-by-wire, other system-
critical components

AE/ E i ssues will result in incrt
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Other Costs of Fallure

Type of Business Lost Revenue per Hour
Retail Brokerages $6,450,000
Credit Card Sales Authorization $2,600,000
Home Shopping Channels $113,750
Catalog Sales Centers $90,000
Airline Reservation Centers $89,500
Cellular Service Activations $41,000
Package Shipping Services $28,250
Online Network Connect Fees $22,250
ATM Service Fees $14,500
Supermarkets $10,000

Does not include liability and loss of market share
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Definitions

AReliability is the meas:!
I perform the specified function
I at the customer (independent of environment)
I over the desired lifetime

A What are best practices?
i There are no Obest practic

I Each company must chose the appropriate set of
practices that will opti mi
reliability activities
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Reliability Optimization

A Reliability is viewed as a back-end
operation

I Design, Manufacturing, Sales: Makes Money
I Quality, Reliability: Takes Money
A Reliability is the traffic cop

I Acceleration of new product introduction (NPI)
process
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A Volume

I Higher volumes provide more leverage with
suppliers

A Use Environment
A Profit per Product
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A Similarities among best practices

I Pushes assurance activities earlier in the
product life cycle and farther down the supply
chain

I Obtains failure information: the when and how

I Implements feedback loop (i.e., continuous
Improvement)
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Step 1: Reliability Goals

A Identify and document two metrics

I Desired lifetime
I Product performance

A Desired lifetime
I Defined as when the customer will be satisfied
I Should be actively used in development of part and
product qualification
A Product performance
I Returns during the warranty period
I Survivablility over lifetime at a set confidence level

I MTBF or MTTF (try to avoid unless required by
customer)
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Reliability Goals

Bean counting
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Chip Reliability Gap
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Step 2: Identify Field Environment

A Approach 1: Use of industry/military specifications
i MIL-STD-810,

MIL-HDBK-310,

SAE J1211,

IPC-SM-785,

I Telcordia GR3108,

- I[EC 60721-3, etc.

dvantages
No additional cost!
Sometimes very comprehensive
Agreement throughout the industry
Missing information? Consider standards from other industries

Isadvantages
Most more than 20 years old
Always less or greater than actual (by how much, unknown)
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Field Environment (cont.)

A Approach 2: Based on actual
measurements of similar products In
similar environments

I Determine average and realistic worst-case
I ldentify all failure-inducing loads

I Include all environments
AManufacturing
ATransportation
AStorage
AField
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ATemperature Cycling

I Tmax, Tmin, dwell, ramp times
A Sustained Temperature

i T and exposure time
AHumidity

i Controlled, condensation
A Corrosion

I Salt, corrosive gases (£ktc.)
APower cycling

i Duty cycles, power dissipation
AElectrical Loads

i Voltage, current, current density

i Static and transient
AElectrical Noise
AMechanical Bending

A Boardlevel strain
ARandom Vibration

i PSD, exposure time
AHarmonic Vibration

I G and frequency
AMechanical shock

i G, wave form, kurtosis, duration
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Failure Loads (cont.)

Humidity/
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Product Enclosure
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Field Environment (example)

A For automotive electronics outside the engine
compartment with minimal power dissipation, the diurnal
(daily) temperature cycle provides the primary
degradation-inducing load

A Absolute worst-case: Max. 58°C, Min. -70°C

A Realistic worst-case: Phoenix, AZ (USA)
I Add +10°C due to direct exposure to the sun

Month Cycles/Year | Ramp | Dwell | Max. Temp (°C) | Min. Temp. (°C)
Jan.+Feb.+Dec. 90 6 hrs | 6hrs 20 5
March+November 60 6hrs | 6hrs 25 10
April+October 60 6 hrs | 6hrs 30 15
May+September 60 6hrs | 6hrs 35 20
June+July+August 90 6hrs | 6hrs 40 25
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Step 3: Understand the Product Lifecycle

TECHHOLOGY

INZERTION
FIELDVCUSTOM ER
RETURMNS

Supwprer Assessment

Circigdt Analysis

TESTING/PRODUCT
QUALIFICATION

SUPPLY CHAIN
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Technology Insertion

A The introduction of new technology
I Typically materials

I Examples: Polymeric capacitors, Pb-free solder, phenolic-cured
circuit boards, copper interconnects

I Best practices in technology insertion very similar to part and
product qualification

A Approach 1: Do nothing

I Subject new technology to the same industry standard or
supplier required product qualification procedures

A Approach 2: Modify existing qualification procedures
I Extend qualification times, require additional samples

I Require additional qualification procedures based on existing
military/industry standards (scattershot)
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Tech Insertion (cont.)

A Approach 3: Understand how the technology
can fail
I Physics of failure (PoF)
I Thermal, mechanical, electrical, chemical, radiation

A New technologies can
I EXxperience different failure mechanisms

I Degrade at different rates (changes in test-to-field
correlation)

I Have different weaknesses

A Be willing to adjust qualification procedures in
response
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A Approach 4: PoF with an emphasis on
outliers

I Requires understanding of material and stress
distributions throughout the supply chain

A Approach 5: Require supplier to
demonstrate ablility to meet reliability goals
I Like 3 and 4, rejects test to spec approach
I Shifts burden and costs to supplier
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Case Study 1: Solderability Plating on
Printed Circuit Boards

A Immersion Silver (ImAQ)

I Aggressively marketed by
plating suppliers
I Claims of long shelf life

(>4 years) based on existing
test specifications

A High temperature bake
A Steam aging

A Problem:

I No silver-copper intermetallics
I Silver oxide is self-limiting
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New Faillure Mechanism

A Solderability is an
Issue

A Significant
degradation when
exposed to
corrosive gases

I Atypical shelf life test

(mN/mm)
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A Loss of solderability after 1 day under mixed
flowing gas (MFG) exposure, class Il conditions

I Equivalent to 6 months in light industrial environment
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Case Study 2: Pb-Free Solder
and Temperature Cycling

A Pb-free displays a higher acceleration factor
I Failures under ALT equivalent to longer field life
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