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Outline 

o How is Design for Affordability (DfA) defined? 

 

o What industry knowledge can be applied to the 

DoD? 

o Design for Reliability 

o Design for Manufacturability 

 

o What forward-looking tools and processes are 

available?    
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Why DfA? Leverage in Design 

95% of the O&S Cost Drivers are Based on Decisions Made during Design.  

Source: Architectural Design for Reliability, R. Cranwell and R. Hunter, Sandia Labs, 1997 
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o The decisions made during the design and development 
process greatly influence the ultimate life cycle costs 
experienced by end users. 

 

o DfR Solutions defines Design for Affordability as a 
comprehensive design strategy that includes: 
o Design for Reliability (DfR) 

o Design for Manufacturability (DfM) 

o Design for Supportability (DfS) 

 

o DfA = ᷿ ὈὪὙὈὪὓὈὪὛ
 

  
 

 

o       = Optimized Total Ownership Cost 

Design for Affordability (DfA) 
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o The focus today is on DfR and DfM because of their critical 

influences on both development and operations and support 

(O&S) cost. 

o DfS, is planning ahead. Obsolescence management is a key 

driver that also mitigates the risk of counterfeit parts. 

o Best practices and lessons learned are well documented. 

o Lessons learned from World War II 

Presentation Overview 

4 Video snippet permission to WJT for use in presentation 

only ï ñThe Color of Warò Fueling the Fire (chapter 5, 

40:05 ï 41:25) by the History Channel © 2001 A&E 

Television Network 

 

4 Orginally Presented by Walter Tomczykowski, ARINC at 

the 2008 DMSMS Conference Luncheon Address.  

 

../../The Color of War, Vol. 3_Segment 1(00-40-03 - 00-41-23).mp4
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How to tell if something was / is obsolete 

4 Video capture permission ï ñThe Color of Warò 

Fueling the Fire by the History Channel © 2001 

A&E Television Network  

 

During World War II 

 

Today 
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Sources of Industry Knowledge 

Military / Avionics / Space  Enterprise / Telecom / ATE  Consumer / Appliance  Industrial / Power  

Lockheed Martin Cisco Systems  Dell Computers  General Electric  

Northrop Grumman Huawei Hewlett Packard Siemens  

Boeing Sun Microsystems  Apple Emerson Electric 

General Dynamics Motorola Fujitsu  Schlumberger  

BAE Systems Alcatel-Lucent  Samsung  Ingersoll Rand  

Honeywell  Juniper Networks  LG Electronics  Danaher Motion  

Hamilton Sundstrand KLA-Tencor Microsoft Olympus 

Rockwell Collins  Carrier Tyco Electronics  

Auto / Transportation 

Government General Motors Portables Medical 

NAVAIR Caterpillar  LG Electronics Philips Medical 

NASA Panasonic Automotive  Kyocera  Medtronic 

Air Force TRW Boston Scientific 

Magna Components  Cardinal Health 

Contract Manufacturers  Takata Samsung Beckman Coulter 

Flextronics Fairchild Semiconductor  Biotronik 

Benchmark Electronics Materials  International Rectifier  Cameron Health 

Jabil Graftech   Nvidia Cardiac Science 

Gold Circuit Electronics Nihon Superior Amphenol  Zoll Medical 

Viasystems AMD 
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Reduce Costs by Improving 

Reliability Upfront 

Design Costs 
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o Traditional OEMs 

spend almost 75% 

of product development 

costs on test-fail-fix 

 

o Electronic OEMs that use design analysis tools shorten 

or eliminate this feedback loop  

o Hit development costs 82% more frequently 

o Average 66% fewer re-spins  

o Save up to $26,000 in re-spins 

 
Gene Allen and Rick Jarman .Collaborative R&D; (New York John Wiley&Sons. Inc. 1999). 17. 

Aberdeen Group, Printed Circuit Board Design Integrity: The Key to Successful PCB Development, 2007 http://new.marketwire.com/2.0/rel.jsp?id=730231 

Design Costs 
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Toyota Approach 

o Western engineers  
o Define several product concepts  

o Select the one that has the most 
promise 

o Draw up specifications and divide 
them into subsystems;  

o Subsystems are designed, built and 
rolled up for system testing.  

o Failures? Rework the specs and the 
designs accordingly (non-optimized 
and confusing endeavor) 

o Toyota engineers 
o Efforts concentrated at lowest 

possible design level 

o Thorough understanding of the 
technology of a subsystem so it can 
be used appropriately in future 
designs 

 

Â Toyota's development engineers have been 
4X as productive as U.S. counterparts.  

Â Why? 

Ç Focus on learning as much as possible 

Ç Use of that knowledge to develop a stream of excellent products  
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Toyota Example: Radiators 

o Traditional approach:  Design radiator for a specific vehicle based 
on mechanical specifications written for that vehicle 
 

o Toyota considers a range of radiator solutions based on cooling 
capacities and the cooling demands of various engines that might 
be used.  

o How the radiator actually fits into a vehicle would be kept loose so that 
Toyota's knowledge of radiator technology could be used to create the 
optimum design 

 

o Toyota's system is "test & design" rather than the traditional "design 
& test."  

o Toyota engineers test at the fundamental knowledge level so they don't 
have to test at the later, more expensive stages of design and 
prototyping 
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o Growing complexity and vehicle electrification  
prompting a major change in design processes. 
 

o Intense competitive pressure to improve efficiency  
& effectiveness to shortened development cycles  
and reduce costs.  
 

o The combination of physical and virtual testing  
accelerates the product development process  
by early identification of deficiencies. 
 

o Physics based models makes it easier to try out  
new designs, since evaluations can be performed  
without building physical prototypes. 

 

o Simulations can be created and run in far less time &  
cost than building and testing physical prototype,  
models can than be quickly revised to evaluation  
alternative configurations and option content. 

13 

Why the Automotive Industry Is Using More Virtual Computer Aided Engineering Methods 
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Computer Aided Engineering Advancement Have Enabled  

Reduced Dependence on Costly Physical D-B-T-F Testing.   

14 

By 2004 GM was able to reduce vehicle road testing to the point that the southern portion of their 

Mesa Az. Proving Grounds was sold. In 2006 the remaining northern 5 square miles, that formerly 

operated with 1,200 people, was sold for Real Estate Development.   

GM now operates with a much smaller DPG in Yuma Az.  

and realized a significant reduction in structural costs. 

 

Test CAE-M&S 

As the use of CAE based 

modeling & simulation methods 

increase, dependence on physical 

testing can be reduced and 

refocused.   
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o Valuable profit margin can be lost if the productõs true 

warranty service cost is not accurately accounted for   

 

o Over or under accruing  

for a companyõs  

warranty liability can  

result in misleading  

financial reporting 

Financial Risks 

Sun Microsystems 

Friedman, Billings, Ramsey & Co. 
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o Warranties are very persuasive 

marketing tools 

o òHyundai sales <sic> quadrupled 

over four years because of 

affordable prices and an 

extended warrantyó 

 

o Greater confidence in 

prediction allows for greater 

flexibility in warranty strategy 

 

Warranty Risk 

 New York Times, January 16, 2003 
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o Manufacturer of network switches  

wanted to understand potential costs of  

switch from 3-yr warranty to  

lifetime warranty 

 

o Identified components that could experience wearout 

o Fans, electrolytic capacitors, integrated circuits, solder joints, plated through 

holes, ceramic capacitors, connectors, LEDs, overstressed components 
 

o Performed circuit/thermal analysis to identify overstressed components 

o Especially based on usage model (validated through internal DfR testing) 
 

o Predicted reliability for each component based on validated algorithms 

o Primarily conducted through SherlockÊ 

o Conducted component testing when necessary 

 

Design Review:  Network Switch 
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What is Design for Reliability (DfR)? 

o Reliability is the measure of a productõs ability to 

o éperform the specified function  

o éat the customer (with their use environment)  

o éover the desired lifetime 

 

o Design for Reliability is a process for ensuring the 

reliability of a product or system during the design 

stage before physical prototype 

o Often part of an overall Design for Excellence (DfX) 

strategy 
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Why DfR? 

o Product Differentiation 

o As electronic technology reaches 
maturity, there is less separation 
in traditional metrics of price 
and performance 

 

o Ensuring reliability is 
becoming increasingly difficult 
o Increasing complexity of 

electronic circuits 

o Increasing power requirements 

o Introduction of new component 
and material technologies 

o Introduction of less robust 
components 



© 2004 - 2007  © 2004 - 2010  

o Catastrophic damage 
to IGBT Module 

 

o Used knowledge of 
electrical function to 
trace damage path 

 

o Developed multiple 
theories, including 
defective wirebonding 

 

o Identified root-cause 
as current inbalance at 
elevated temperatures 

Failure Analysis of High Power DC-AC Power Inverter 
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o Physics of Failure (PoF) is the use of science (physics, 

chemistry, etc.) to capture an understanding of failure 

mechanisms and evaluate useful life under actual 

operating conditions 

 

o Originally developed by Rome Air Development 

Center (RADC) in 1961 for integrated circuits (ICõs) 

o Movement to circuit card and higher level integration 

initially limited by complexity, lack of wearout 

mechanisms 

 

 
G. Ebel, Reliability Physics in Electronics: A Historical View, IEEE Trans. Rel., Vol. 47, NO. 3-SP Sept 1998 SP-379 

Reliability Prediction - Physics of Failure 
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How to Implement DfR? 

o Many organizations have developed DfR Teams to 

speed implementation  

o Success is dependent upon team composition and gating 

functions 
 

o Challenges: Classic design teams consist of 

electrical and mechanical engineers trained in the 

ôscience of successõ 

o DfR requires the right elements of personnel and tools 



© 2004 - 2007  © 2004 - 2010  

o Component engineer 

o Physics of failure expert (mechanical / materials) 

o Manufacturing engineer 

o Box level (harness, wiring, board-to-board connections) 

o Board / Assembly 

o Systems Engineer 

o Engineer cognizant of environmental legislation 

o Thermal engineer (depending upon power requirements) 

o Reliability engineer 

o Understanding of design guidelines, physics of failure, 

and systems lifecycle engineering experience 

What Team Members are Needed for DfR? 
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DfR Timeline 

Â Goal: Simultaneously optimizing the 

design 

Â Reality: Need for specific gating activities 

(design reviews) 

Functional 
Performance 

Design for 
Reliability 

Design for 
Manufacture 

Design for 
Sourcing 
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DfR Overview 

o DfR at Concept / Block-Diagram Stage 

o Specifications 
 

o Part (Vendor) selection 

o Benchmarking 

o Derating and uprating 
 

o Design for Manufacturability 

o Reliability is only as good as what you make 
 

o Wearout mechanisms and physics of failure 

o Predicting degradation in todayõs electronics 
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Concept / Block Diagram 

o Can DfR mistakes occur at this stage? 

o Noééé..and Yes 

 

o Failure to capture and understand product 

specifications at this stage lays the groundwork for 

future development mistakes 

 

o Important specifications to capture at concept stage 

o Reliability expectations  

o Use environment 

o Dimensional constraints 
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o Typical reliability metrics  

o Desired Lifetime / Product Performance 

 

o Desired lifetime 

o Defined as when the customer will be satisfied 

o Should be actively used in development of part and product 
qualification 

 

o Product performance 

o Returns during the warranty period 

o Survivability over lifetime at a set confidence level 

o Try to avoid MTBF or MTTF  

 

Reliability Goals 
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Why is Desired Lifetime Important? 
F

a
il
u

re
 R

a
te

 

Time 

Electronics: 1960s, 1970s, 1980s 

No wearout! 

Electronics: Today and the Future 

Wearout! 
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o What is susceptible to long-term degradation in electronic designs? 

o Ceramic Capacitors (oxygen vacancy migration) 

o Integrated Circuits (EM, TDDB, HCI, NBTI)  

o Memory Devices (limited write cycles, read times) 

o Electrolytic Capacitors (electrolyte evaporation) 

o Resistors (if improperly derated) 

o Silver-Based Platings (if exposed to corrosive environments) 

o Relays and other Electromechanical Components 

o Light Emitting Diodes (LEDs) and Laser Diodes 

o Connectors (stress relaxation) 

o Tin Whiskers 

o Interconnects (Creep, Fatigue) 

o Plated through holes 

o Solder joints 

PoF and Wearout 
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o Inputs: 

o Component information 

o Feature size 

o Functional groups 

o Test results 

o Operating conditions 

o System Information 

o Temperature 
profiles 

o Duty cycle 

o Confidence level 

 

o Outputs: 

o Device reliability 

o Device failure rate 

Sherlock: IC Wearout 
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Product Performance: Survivability 

o Some companies set reliability goals based on 
survivability 
o Often bounded by confidence levels 

o Example: 95% reliability with 90% confidence over 15 years 

 

o Advantages 
o Helps set bounds on test time and sample size 

o Does not assume a failure rate behavior (decreasing, 
increasing, steady-state) 

 

o Disadvantages 
o Can be re-interpreted through mean time to failure (MTTF) or 

mean time between failures (MTBF) 



© 2004 - 2007  © 2004 - 2010  

Limitations of MTTF/MTBF 

o MTBF/MTTF calculations tend to assume that failures are 
random in nature 

o Provides no motivation for failure avoidance 

 

o Easy to manipulate numbers 

o Tweaks are made to reach desired MTBF 

o E.g., quality factors for each component are modified 

 

o Often misinterpreted 

o 50K hour MTBF does not mean no failures in 50K hours 

 

o Better fit towards logistics and procurement, not failure 
avoidance 
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Field Environment (Best Practice) 

o Use standards whené 

o Certain aspects of your environment are common 

o No access to use environment 

 

o Measure whené 

o Certain aspects of your environment are unique 

o Strong relationship with customer 

 

o Do not mistake test specifications for the actual use 

environment 

o Common mistake with vibration loads 
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Part Selection 

o The process of creating the bill of materials (BOM) 

during the ôvirtualõ design process 

o Before physical layout 

 

o For some companies, this is during the creation of 

the approved vendor list (AVL) 

o Design-independent 
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Part Selection (cont.) 

o KIS: Keep it Simple 
o New component technology can be very attractive 

o Not always appropriate for high reliability systems 

o Be conservative 

 

o Reality: Marketing hype far exceeds actual 
implementation 
o Component manufacturers typically use portable sales to 

boost numbers 

o Claim: We have built 100õs of millions of these 
components without a single return! 

o Actuality: All sales were to two cell phone customers with 
lifetimes of 18 months 
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Part Selection (cont.) 

o Even when used by hi-rel companies, some 

modifications may have been made 

o Example: State-of-the-art crystal oscillator required 

specialized assembly to avoid failures one to three years 

later in the field 

 

o Prior examples of where care should have been taken 

o New technologies: X5R dielectric, SiC diodes, etc. 

o New packaging: Quad flat pack no lead (QFN), 0201, etc. 

 

o Critical actions for part selection include critical 

component identification and derating 
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Component Ratings 

o Definition  

o A specification provided by 

component manufacturers that 

guides the user as to the 

appropriate range of stresses 

over which the component is 

guaranteed to function  

 

o Typical parameters 

o Voltage 

o Current 

o Power 

o Temperature 
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o Derating is the practice of limiting stress on electronic parts to levels 
below the manufacturerõs specified ratings 

o Guidelines can vary based upon environment  
(òsevere, protected, normaló or òspace, aircraft, groundó) 

o One of the most common design for reliability (DfR) methods 
 

o Goals of derating 

o Maintain critical parameters during operation (i.e., functionality) 

o Provide a margin of safety from deviant lots 

o Achieve desired operating life (i.e., reliability) 
 

o Sources of derating guidelines 

o Governmental organizations and 3rd parties 

o OEMõs 

o Component manufacturers 
 

o Derating is assessed through component stress analysis 

Derating  
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o Failure to perform component stress analysis can 

result in higher warranty costs, potential recalls 

o Eventual costs can be in the millions of dollars 

o Perspective from Chief Technologist at major 

Original Design Manufacturer (ODM) 

Criticality of Component Stress Analysis 

òébased on our experience, we believe a 

significant number of field returns, and the majority 

of no-trouble-founds (NTFs), are related to 

overstressed components.ó 
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The Foundation of Derating 

o To be effective, derating must have a practical and scientific 
foundation 

o Problem: Manufacturerõs ratings are not always based on a 
practical and scientific foundation 

 

o Manufacturersõ viewpoint 

o Ratings are based on specific design rules based on materials, 
process, and reliability testing 

 

o The reality 

o Ratings can be driven by tradition and market forces as much as 
science 

 

o Best practice 

o Based on data from field returns 

o Based on test to failure qualification (especially for new suppliers) 
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Design for Manufacturability (DfM) 
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DfM 

o Definition 

o The process of ensuring a design can be consistently 

manufactured by the designated supply chain with a 

minimum number of defects 
 

o Requirements 

o An understanding of best practices (what fails during 

manufacturing?) 

o An understanding of the limitations of the supply chain 
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DfM Failures 

o DfM is often overlooked in the design process 

 

o Reasons 

o Design team often has poor insight into supply chain 

o OEM requests no feedback on DfM from supply chain 

o DfM feedback consists of standard rule checks (no 
insight) 

o DfM activities at the OEM are not standardized or 
distributed 
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Example DfM Checklist 

o Baseline 

o Your design matches their 
capabilities (75% ôsweet spotõ) 

o Design is transferable 
 

o Bare Board 

o Trace width and spacings 

o Laminate material 

o Symmetry of stackup 

o Complexity of via connections 

o Incorporation of new materials 
(embedded passives) 

o Single-sided vs. double-sided 
 

o System 

o Blind connections 

o Z dimension limitations 

o Assembly 

o Elimination of hand soldering or 
wave soldering when possible 

o Proximity of components to flex 
points 

o Component spacing 

o Size of components and 
complexity of packaging 

o Orientation of components to 
wave solder 

o Shadowing during wave solder 

o Appropriate dimensions and 
spacings for PTHs and bond pads 

o Attachment methods 

o Moisture sensitivity level (MSL) 
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Pre-Perry Memo 

o What was life like before the Perry Memo? 

o Almost 50,000 standards and specifications 
 

o Controlled almost all aspects of design, 

manufacturing, and qualification 

o Allowed the DoD to effectively 

 ôownõ the design 

o Created segmentation between  

the commercial and military  

markets 

Poston, Alan, (2003), "The current state of human factors standardization", Gateway, Human Systems Information Analysis Center, v 14, no. 2:1  

DoD 
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Perry Memo -- Consequences 

o Resulted in dramatic increase in COTS insertion. Howeveré 
 

o Field performance (sustainment) was kept separate from 

program costs 

o Resulted in misguided program motivation 
 

o Without DoD guidance or skilled personnel, segmentation of 

approaches to ensure reliability/availability/maintainability 

(RAM) 

o Continued use of outdated specifications (push and pull)  
 

o Reduction in weapon system reliability performance 
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Defense Science Board Report (Summer 2008)  

o Problems during Development 

o Half of DoD Programs fail Initial 

Operational Test & Evaluation  

o Reliability deficiencies primary shortfall 

o Introduce significant program delays 
 

o Problems in Field 

o More than Half of DoD Programs fail  

to meet reliability requirements 

o Increasing sustainment costs by  

30-60% 

Demonstrated Reliability vs Requirements for All 

Operational Tests
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DSB Recommendation:  

ñUpfront Investment in Robust Reliability Effortò  
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MIL-HDBK-338B Reliability Actions Checklist (Table 7.11-2) 
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MIL-HDBK-338B Reliability Actions Checklist (Table 7.11-2 continued) 
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1. Design review requirements are 

established 

2. Agenda prepared and distributed 

3. Data requirements and tasks 

defined 

4. Design team prepares for design 

5. Review team prepares for review 

6. Design review 

7. Review team approves or 

disapprove design 

8. Action items as needed 

Classic Preliminary Design Review (MIL-HDBK-338B Figure 7.11-2) 
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o The development continues to critical design review 

o Development Test and Evaluation (DT&E) 

o Initial Operational Test and Evaluation (OT&E) 

 

 

 

 

 

o System Reliability not meeting requirements 

o Reliability growth test ð reliability improvement 

 

 

 

 

 

What (traditionally) Happens Next 
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When is the System Addressed ? 

Collaboration is Needed Here! 
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Looking Forward 

Best-in-Class óRentô the Design from their Supply Chain 

ñRent the Designò = Collaboration 

o The DoD has swung from ôowningõ the 
design to having very limited input into 
the design 
 

o To avoid the above extremes, the 
commercial world seeks a balanced 
approach 

o Motivated by outsourcing of design 
and establishment of system integrators 

o To be successful, requires assessing 
RAM at early stages 
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Renting the Design: Laptop (Case Study) 

o Computer OEMs have aggressively move towards using original design 
manufacturers (ODMs) 

o OEMs, like Dell/HP, no longer design (just like DoD) 

o However, OEMs are still actively engaged in the design process 
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Renting the Design (cont.) 

o OEM / ODM work together to  

identify next generation technology  

and quantify potential risks 

 

 
o OEMs designate suppliers of critical 

components / assemblies 

o Hard drive, power supplies, fans, 
microprocessor, etc. 

o Require qualification of alternates; 
savings are shared by OEM / ODM 
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Renting the Design (cont.) 

o OEMs actively assess design and sourcing at  
multiple stages 

o Thermal / mechanical review at box-level 

o Reliability assessment performed at card-level (MTBF calculations 
is not an acceptable metric) 
 

o This ôover the shoulderõ relationship  
minimizes cost and schedule while  
ensuring adequate RAM 

o Lessons learned at OEM-level stay  
captured and can be distributed to  
new ODMs as they come online 
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Collaboration a Reality? 
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Define Reliability Goals 

o Compatible with wide variety of reliability metrics 
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Specify Environments 

o Handles very complex environments 
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Input Design Files 

o Takes standard output files (Gerber / ODB) 
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System Design Assessment 
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o Demonstrated to avionics customer that transition to Pb-free 

would have a detrimental impact to product performance 

o Driven by severe use environment 

Case Study: Pb-Free Transition 

SnPb Assembly SAC305 Assembly 
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Summary ð Design for Affordability 

o Practice design for excellence (DfX) to optimize affordability 
o Design for reliability 

o Design for manufacturability 

o Design for supportability 
 

o Be aware of industry best practices 
o Collaboration works! OEM / ODM work together to identify next 

generation technology and quantify potential risks 
 

o Use Automated Design Analysis  
o Facilitates collaboration 

o Implement tools and processes that allow in-depth assessment at earliest 
stages in acquisition 
 

o Continue to look at commercial best-in-class practices 
o Rent the design to balance control vs. creativity / flexibility 
o Implement tools and processes that allow in-depth assessment at earliest 

stages in acquisition 
o Costs are better validated when knowing how the design could fail 
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Backup Slides 
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o Failures during HALT 

o Exposure to vibration 
 

o Electrical testing indicated electrical open 

o Under BGA socket 
 

o Validity of failure mechanism? 

o Shearing of electrolytic capacitor leads  
 

o Dependent upon orientation of capacitors 

o Only those along the board length 
 

o Vibration test may not have applied  

random loads 

o Potential issues with vibration table or fixturing 

Root Cause Analysis: Desktop Computer 
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o Customer transitioning into new product space, concerned about long-
term performance 
 

o DfR reviewed potential use environment 

o Identified potential drivers for failure  
(temperature, humidity, salt spray, sulfur gas, etc.) 

o Started with industry standards and best practices 

o Modified based on understanding of Physics of Failure 

o Developed optimized test plan acceptable to management  
and customers 

 

o Other examples of test plan development 

o Consumer appliances  

o Telecom  

o Avionics (engine controls) 

o Tracked vehicle  

o Automotive  

o Down-hole oil-drilling 

Testing: Intelligent Gas Meter 

Month Cycles/Year Ramp Dwell 
Max 

Temp 
(ºC) 

Min 
Temp 
(ºC) 

DT 
Cycles 
per Day 

AF 

Jan+Feb+Dec 90 6 hrs 6 hrs 30 5 25 1 12.654 

Mar+Nov 60 6 hrs 6 hrs 35 10 25 1 11.799 

Apr+Oct 60 6 hrs 6 hrs 40 15 25 1 10.944 

May+Sep 60 6 hrs 6 hrs 45 20 25 1 10.26 

Jun+Jul+Aug 90 6 hrs 6 hrs 50 25 25 1 9.576 

Operational 16.6 5 min 3 hrs 25 -40 65 1 2.223 
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