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DfR (Design for Reliability) Solutions 
- History

� DfR Solutions is an Engineering Consulting and Labor atory Services firm 
� Formed by senior scientists from University of Mary land CALCE

� With years of experience in Physics of Failure and Quality, Reliability & Durability (QRD) 
research the DfR staff provide knowledge and science  based solutions that maximize 
product integrity and accelerate product assurance activities. 

� Our expertise in the emerging science of Reliabilit y Physics provides insights and 
solutions early in product design, development and test, throughout manufacturing, 
and even into the field.

� DfR captures the broad range of QRD issues in electr onics through the expansive 
expertise of our staff. 

� Failure Analysis / Root-cause Investigations, Mater ial Characterization.
� QRD by Design (PoF Predictive Simulations, Design Re views, RoHS Pb-Free Conversion 
� Component and Product Testing
� Manufacturing/Assembly Process Audits, Yield Improv ements, Interventions
� Training Program & Basic R & D 
� A world leader in failure analysis and accelerated testing of electronics. 

� DfR’s multi-disciplined team strives to make your li fe easier by 
providing knowledge based solutions to electrical a nd electronic QRD issues. 
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James McLeish, CRE
� 34 years of Automotive, Military and Industrial Pro duct Engineering Experience 

Practical, Hands on Practicing Engineer for Design & Launch of High QRD Products, 
Experience in Automotive QRD, Analysis/Development/ Validation (A/D/V) DfR, PoF, 
Test Technology Development, Warranty Problem Solvi ng, Root Cause/Failure Analysis 

� Product Design, Development, Systems Engineering & Production (Chrysler & GM - 14 yrs)
� ESA/EFC Digital Task Force (1st Microprocessor Base d Engine Controller) - Chrysler Corp.
� 3 Patents Electronic Control Systems - GM Adv. Produ ct Engineer & GM E/E Engineering Center
� System Engineering and Architecture Planning - GM Sa turn Project
� Electrical/Electronics Engineering Manager - GM Mili tary

� Validation, Reliability, Quality (QRD) Warranty Pro blem Solving & Test Technology Dev. (GM-16 yrs)
� Technical Specialist/Team Leader in Quality & Warra nty Problem Solving and 

Japanese Mizenboushi (Preventative Measures) Quality by Design Methods: GD3, DRBFM, DRBTR
� Reliability Manager for GM Chevrolet-Pontiac-Canada  Engineering
� Manager GM Reliability Physics (Advance QRD, A/D/V & Test Technology Development) 
� Sponsored PoF Research at U. of Maryland – CALCE
� Author or Co-author of 3 GM Reliability/Validation Test Standards

� Senior Technical Staff/Consulting Associate (DfR Sol utions - 5 yrs).
� Principle Investigator for E/E Warranty/Failure Ana lysis and Root Cause Problem Solving
� E/E Manufacturing Process Optimization, Yield Improv ement
� Reliability Demonstration, Product Validation and A ccelerated Testing
� Design Reviews for Proactive Problem Prevention
� Member Society of Automotive Engineering (SAE) - Rel iability Standards Committee
� Member of DoD MIL-HDBK-217Update Team &  Reliability  Technology Roadmap Project 
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U.S. Dept. of Defense(DoD)  
- Reliability Revitalization Efforts.

� U.S. Dept. of Defense has initiated multiple effort s to revitalize defense 
systems reliability and sustainment due to:

� Increasing frequency of large cost and schedule overruns that occur when new 
systems are unable to meet reliability requirements 

� Increasing support costs due to decreased field durability and reliability

� Examples of some of the current improvement studies  and initiatives
(many announced or discussed at RAMS 2010 conferenc e. 

� The DoD Reliability Improvement Working Group (RIWG)  
� New Acquisition Policy that Requires Systems Engine ering Across The 

Acquisition Life Cycle.
� MIL-STD-785 “Reliability Program for Systems & Equip ment” replaced by 

ANSI/GEIA-STD-0009, “Reliability Program Standard fo r Systems Design, 
Development & Manufacturing” (0009 Handbook not unde r development)

� Weapons Systems Acquisition Reform Act of 2009  
� Update of MIL-HDBK-217 - Reliability Prediction of E E Equipment
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Current Situation as defined by the U.S. Defense Science Board 
Task Force on Developmental Test and Evaluation (DT&E)

� “In recent years, there has been a dramatic increas e in the number of 
(military) systems not meeting suitability requirem ents”. 
� “RAM deficiencies comprise the primary shortfall are as”.

� The results have been:
� Costly redesign & schedule 

delays.
� High maintenance burden & costs 

as field personnel must replace or 
repair unreliable systems and 
components that were deployed 
without achieving reliability 
objectives.

� A number of initiatives are now 
under way to reverse these trends.

� This presentation will summarize 
several of the key initiatives that
were been announced in the press
and at the 2010 RAMS conference.
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Example: Dec 2007 Memo Claude M. Bolton, 
Assist. Sec. of the Army - Acquisition, Logistics & Technology

One of many DoD memos/reports 
expressing concern with Reliability

(source: Ray Alderman, Dec 07)
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Example of DoD Studies and 
Initiatives to Address Reliability 
Deficiencies in Military Equipment 

� Addresses the big picture 
objectives of providing highly 
reliability equipment and 
systems for the U.S. war fighter.

� Download Full reports at: 
http://www.theriac.org/
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Some of the Cited Reasons for the Decline In Military 
Systems/Equipment Reliability - From the DoD Reports, 

� Acquisition system changes over the last 15 years h ad a detrimental impact on RAM 
practices including the discontinuation of reliabil ity growth practices.  
� Detrimental changes to the DoD’s acquisition/develo pment process started with post-Cold War 

initiatives to reduce the defense budget in the ear ly 1990’s
� Congressionally mandated reductions placed DoD acqu isition policy and workforce on a 

precipitous path of decline .

� The general practice of reliability growth was disc ontinued in the mid-to-late 1990’s 
partly due to the loss of key personnel and experie nce. 
� Cuts to the acquisition workforce decreased governm ent management of acquisition program 

formulation and execution.
� Loss of a large number of experienced management an d technical personnel in government and 

industry with no replacement pipeline.
� Many applications of poor judgment attributed to ac quisition/test workforce inexperience and 

funding reductions.

� 9/11/2001 attacks resulted in a rush to develop and  deploy new capabilities to the field.
� Rigorous test & evaluation was sometimes sacrificed  to meet deployment schedules.

� Some developers & program managers have little unde rstanding of how to allocate, 
model, analyze and assess a real world reliability requirements and experiences.
� Reliability engineering use many techniques to prod uce robust, reliable designs, 

however those efforts are sometimes compromised by other personnel 
who only want to satisfy a quantified MTBF requirem ent 
without following through with the design approache s needed to achieve it.”
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U.S. Dept. of Defense(DoD)  
- Reliability Revitalization Efforts (continued)

� Under Sec. of Defense for Acquisition, Technology a nd Logistics defines 
policy to execute a viable RAM strategy for new pro grams. 

� A major revision to DoD Acquisition System Policy ( DoD Inst. 5000.02) 
published Dec. 2008 to document the policy.

� The most important step necessary to correct high s uitability failures are: 
� Ensure programs formulate and execute a viable syst ems engineering strategy 

from the beginning that includes a robust RAM growth  program, 
as an integral part of design/development. 
� No amount of testing will compensate for RAM progra m deficiencies

� Ensure government organizations reconstitute a cadr e of experienced Test & 
Evaluation and Reliability, Availability and Mainta inability (RAM) personnel.

� Strengthen program manager accountability for accom plishing RAM objectives.
� Ensure that credible reliability assessments are co nducted during the various stages 

of the technical review process and that reliabilit y criteria are achievable in an 
operational environment
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DoD Reliability Improvement Work Group Identifies Need for Reliability 
Assessments & Tools Based on Physical Science (a.k.a. Reliability Physics)

- To Advance Beyond Actuarial Reliability Prediction Handbooks 
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Report and Studies Started Corrective Reforms 
- Levin/McCain Weapons Systems Acquisition Reform Act 

� Senate Bill 454 (WSARA) jointly introduced Feb. 23, 2009 by 
Senators Carl Levin (Mi-D) & John McCain (Az-R) 

� The bipartisan legislation quickly passed both the Senate & House 
unanimously (93-0 & 411-0).  

� Signed into law on May 22, 2009 by President Obama. 
� Addresses waste and inefficiencies in System Acquisition Processes 

� Including Cost of “Unreliable” Systems

� Reliability related portions of the act aim to reverse the 20 year trend of 
system development shortcuts resulting from DoD acquisition cutbacks 
� Such as reductions in the reliability & acceptance test workforce that have 

resulted in excessive cost overruns and delays in w eapon systems fielding. 
� Revitalize and institutionalize”

� Up front system engineering, 
� Total life time planning, 
� Competent design analysis and testing 
� While improving program and cost oversight:
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Weapons Systems Acquisition Reform Act (WSARA)
- Brief Summary of Key Provisions

� ACQUISITION ORGANIZATION
� Sec. 101 & 102: Establishes Presidential Appointee Positions, Staffs & Resources for:

� Director Cost Assessment and Program Evaluation.
� Director of Developmental Test and Evaluation - Dr. J. Michael Gilmore
� Director of Systems Engineering – Stephen Welby

� Sec. 103: Requires Performance Assessments & Root Cause Analy ses 
For Major Defense Acquisition Programs (MDAPs)

� Sec. 104: Requires Assessment of Technological Maturity For MDAPs 
by the Director of Defense Research and Engineering .

� Sec. 105: Defines a Role for the Commanders of the Combatant Commands in 
Identifying MDAP Systems Requirements (i.e. Voice of the Customer)

� ACQUISITION POLICY
� Sec. 201: Requires Cost, Schedule, and Performance Trade-Offs for MDAPs
� Sec. 202: Defines Acquisition Strategies to Ensure Competition in MDAPs
� Sec. 203: Requires Competitive Prototyping for MDAP s
� Sec. 206: Provisions to Limit Cost Growth in MDAPs 
� Sec. 207: Identification and Management of Conflict s of Interest 
� Sec. 301: Establishes DoD Employee Awards For Excell ence In Acquisition.



System Engineering Organization Integrated into 
DoD DDR&R 
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Q1 2010



System Engineering Organization 
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Q1 2010
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Revitalization of Systems and Reliability Engineering 
Skills within DoD

� This issue is addressed in WSARA Sec 102 by requiring the DoD to: 
� Evaluate if the necessary systems engineering development planning, lifecycle 

management and sustainability capabilities needed to ensure that key acquisition 
decisions are supported by a rigorous systems analysis and systems engineering 
process are in place 

� Establish organizations and develop skilled employees needed to fill any gaps in 
such capabilities.  

� Similar capability evaluations and corrective actions are specified for test and 
evaluation activities.  

� Re-establishing these capabilities along with other tasks are the 
responsibility of the new Directors of Developmental Test and Evaluation 
(D,DT&E) and Systems Engineering (D,SE), positions that were created 
within the Office of the Secretary of Defense (OSD) by WSARA. 
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RAMS Score Card

� A RAM strategy assessment tool for MDAPs developed by the
Army Materiel System Analysis Activity (AMSAA).   
� Evaluates both DoD’s program office and contractor’s system reliability efforts. 
� Provides an early evaluation of RAM capabilities and identifies gaps.  
� Help program offices and contractors think about reliability early and throughout a  

program’s life cycle
� A passing (low risk) grade is required for MDAPs to get approval and advance. 

� The scorecard evaluates 40 RAMs elements from 8 evaluation categories: 
� Requirements and Planning 
� Training and Development
� Reliability Analysis
� Reliability Testing 

� When applied early in the program, the scorecard can identify areas for 
improvement before significant problems emerge.

� For more info see:   
http://www.theriac.org/pdfs/Model%20Request%20form.pdf

� Supply Chain Management 
� Failure Tracking and Reporting 
� Verification and Validation 
� Reliability Improvements 
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MIL-HDBK-217 Revision 
(Reliability Prediction Of Electronic Equipment)

� Current Effort MIL-HDBK-217 Rev G. 
� An update of the current “Part Count” & “Part Stres s” 

MTBF reliability predictions methods. 
� An actuarial approach using empirical, historical f ailure rates for 

generic electronic component families (transistors,  resistors, IC …)
� Initiated by Navy & Air Force for logistic reasons 

before the new DoD RAMS initiatives
� Navy Crane led update completed Dec 2009, currently  under review 

for compatibility with newer RAMS/WSARA initiatives .

� Planning for MIL-HDBK-217 Rev H. proposal also init iated.
Advanced methods to resolve the limitations of Actu arial MTBF 
predictions methods (i.e. mean failure rates of generic part categories)

� Team Identified a need for developing: 
� More Heuristic Methods.
� Physics of Failure Methods
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Some of the Limitations of Current MIL-HDBK-217 
Actuarial, MTBF Reliability Prediction Methods 

� Limited to constant failure rates (i.e. random fail ure)
ignores infant mortality and wearout related failur es. 

� Industry wide average failure rates are not vendor,  device nor 
event specific and ignores the physics & mechanics of failure. 

� At least 78% of electronic failures issues not mode led by 217*
* “A Comprehensive Reliability Assessment Tool for Electronic Systems”, RAMS 2001 

� Design errors, assembly issues, solder and wiring f ailures, 
PCB insulation breakdown and via failures, software  errors . . . etc. 

� Over emphasis on the Arrhenius model and steady sta te temperature 
as the primary factor in electronic component failu re.

� Keeping failure rate data up to date difficult & co stly
� Current rapid rate of technology advancement, quali ty/reliability growth 

and the vast number of component types and supplier s. 
� Last update (MIL-HDBK-217 Rev F) was in 1995
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Limitations of Part Count Failure Rate Summation 
Based Reliability Prediction (i.e. Mil-Hdbk-217)

� Fundamental Limitations
� Statistical probability should be used only when we lack knowledge

of the situation and cannot obtain it at a reasonab le cost.

� "Statistics are applicable only when: 
1. You are unavoidably ignorant about a given issue , 
2. Some action is necessary and cannot be delayed."

Leonard Peikoff
In Book & Lectures on The Art of Thinking

� In other words, if you're trying to determine a cou rse of action:
- Your best bet is to acquire knowledge and

do not rely primarily on statistics and probabiliti es 
to play the odds (use only as a last resort strateg y). 

� Don’t Gamble With Product Reliability 
“Past Performance DOES NOT Guarantee Future Results”.

(Standard Investment Prospectus Disclaimer). 
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The Need for “Transparency in Reliability”
Via Better & Intuitive Reliability Metrics 

� MTBF and MTTF Metrics are Frequently Misquoted & Misunderstood
� MTBF is often mistaken for life expectancy of an individual device 

rather than the average time between failures in a population.   
� Example:

� 100 trucks in service for 1 year (8760 hrs) 
equates 876,000 accumulate fleet in service hours.  
If 10 trucks failure occurred over the year 
the MTBF for the fleet is 876,000/10 = 87,600 accumulated fleet hours.

� Equates to ~1 failure every 36.5 days.
� Not that each truck is expected to operate

for 87,600 hours before they experience a 
failure. 
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PoF Failure Mechanism Time Line Chart
- Example of an Improved Reliability Metric  
Lifetime Prediction

� Accumulated Failures over time or cycles of individual failure mechanisms  
and combined Failure Expectation for an entire module.
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A View of Quality, Reliability & Durability (QRD) Via the 
Traditional Product Life Cycle Failure Rate “Bath Tub” Curve
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The Bath Tub Curve
(Sum of 3 Independent Phenomena) 

Durability = Wear Out 
(End of Useful Life)

Reliability = Random or Chance Problems
(Constant Unavoidable)

But “True” Root Causes Can Be Disguised by 
Statistical Assumptions to Make QRD Easy to Adminis ter

This is an Inaccurate & Misleading Point of View

Quality = Infant Mortality
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A “PoF FAILURE MECHANISM” Based “REALISTIC” View 
Reveals the True Interactive Relationships Between Q, R & D
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Manuf. Variation & Error 
and Service Errors 
That Cause Latent 

Problems Throughout Life
“ Cause & Effect ” Root Causes 
Can Be Disguised by Statistics

Once Problems Are Accurately Categorized
You Have a More Effective Point of View

Weak Designs That 
Start to Wear Out 

Prematurely

TRUE 
Random Failures 

(in Well Designed & 
Built Parts Are Rare 
ACTS OF GOD/WAR
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Physics of Failure (PoF) 
(also known as Reliability Physics)

� Proactive, Science Based Engineering Philosophy 
for the Development & Applied Science of 
Product Assurance Technology.

� Bases on knowledge gained from a formalized and structured 
approach to failure analysis

� Material Science, Physics & Chemistry.
� Variation Theory & Probabilistic Mechanics.
� Up Front Understanding of Failure Mechanisms and Variation Effects.
� Knowing how & why things fail is:

� Equal to understand how & why things work.

� Enables engineers to identify and design out potential failure mechanisms 
in new products and solve problems faster. 

� Provides scientific basis for evaluating usage life and hazard risks of new 
materials, structures, and technologies, under actual operating conditions. 
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Generic Failure Categories
Overstress - When Loading Stress Exceed Material Strength
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Wearout - Damage Accumulation In Materials
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Generic Failure Categories - Wearout (Damage Accumulation) 
- Over Time of Stress Exposure 
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Proposal for Incorporating PoF Methods 
Into a Reliability Prediction Process

� Standardize the most frequently used, widely accept ed, 
existing PoF & engineering best practices for evalu ating:
� “The probability “ ABILITY” of an item to perform required functions, 

under stated conditions, for a stated period of time ”.

� Integrate PoF objectives into the analysis methods and 
Computer Aided Engineering (CAE) tools used by prod uct designers.

� Organize the process into basic elements into a hie rarchy structure.

� Four widely uses Engineering Analysis Skills & CAE Tools.
1. E/E Circuit/Systems Analysis for Electrical Perf ormance & Power Issues. 
2. Electromagnetic Compatibility and Signal Integri ty. 
3. Stress Analysis for Thermal & Mech. Stress Distr ibution & Transmission. 
4. Physics of Failure Based Durability and Reliabil ity Simulations.

� Provides a Work Breakdown Structure for defining 
contract deliverables and program management activi ties.
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Example of PoF DfR
Assessment Objectives from 

SAE J1211
Robustness
Validation 
Handbook 

Series 1 - E/E 
CIRCUITS & SYSTEMS 
ANALYSIS (Sect.34.)

EE Power & Loading 
Analysis (Sect. 3.2)-

Wire/Trace Current Loading 

Short Circuit Loading 
Analysis

Component Power 
Dissipation 

Physical Systems Evaluations 
(Sect. 3.3) -

Electrical Interface
Models 

Electromechanical,
Power Electromagnetic &
Electric Machine Analysis

Physical System Performance 
Modeling 

E/E Performance & Variation 
Analysis

Thermal Drift Analysis 

E/E Performance & I/O 
Sensitivity Modeling 

Operating Voltage Range & 
Ground Offset Analysis 

E/E Parameter Tolerance 
Variation Analysis 

Voltage Extremes, Abnormal & 
Reverse Voltage

Thermal Stress Analysis

Self Heating Simulations 
_____ Conduction 
_____ Convection 
_____ Radiation.

Wire/Circuit Trace 
- Thermal Analysis

Mechanical Stress 
Analysis

Circuit Board Modal 
Vibration Analysis 

Structural Load Analysis
- Housing

- Circuit Boards 
- Other 

Snap Lock Fastener 
Performance

Series 3 - STRESS 
ANALYSIS (Sect. 5.)

Circuit Board Shock / Drop
Analysis

Component Inertial Vibration 
Loading Analysis 

Series 2 -
ELECTRO
MAGNETIC 

COMPATIBILITY& 
SIGNAL 

INTEGRITY 
ANALYSIS 

Input Filter 
Performance 

Analysis

Conductive 
Transients 
Endurance

Analysis 

RFI / 
Antenna 
Analysis 

ESD 
Endurance 

Analysis 

Voltage 
Supply Variation 

and Transient 
Analysis 

EMC 
Radiated
Emission 
Analysis

Series 4 - DURABILITY 
& RELIABILITY 

ANALYSIS 

Thermal-Mech 
Cycling Fatigue 

Durability 
Analysis 

Vibration Fatigue 
Durability 

Drop Endurance 
Simulation 

Circuit Board 
Excessive Flexure 

Analysis 

Shock Overstress 
Fracture Durability 

Analysis 

Vibration Fatigue 
Durability 

- The template combines multiple technical discipline s 
into an overall virtual engineering prototyping pro cess. 

Columns contains objectives, which require similar 
analytical skills & tools of key members of a produ ct team.

- Dotted arrows indicates when one analytical object ive 
requires results from another.  

Reliability 
Objectives 

Flow 
Sequences 

Can be 
Customized 
For Various 

Products 
and  

Applications  
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PoF Examples - Two Types of Circuit Board Related 
Vibration Durability Issues 

� Board in Resonance 

� Components. Shaken Off/Fatigued 
by Board Motion.

� By Flexing Attachment Features

� Components In Resonance.
� Components Shake/Fatigue themselves 

apart or off the Board.
� Especially Large, Tall Cantilever Devices

3 Med. Sized Alum CAPS
1 Small Long Leaded Snsr
1 Hall Effect Sensor.
1 Large Coil Assembly  

PC Board

Lead Motion
- Flexed Down
- Normal
- Flexed up

Bending Lead Wires
Stressed 
Solder 
Joint

Displacement

Gull Wing I.C.

� Time to Failure Determine by 
Intensity/Frequency of Stress Verses 

Strength of Material

For a 10 million cycle life, Z < 0.0008995 ·B/(C·h·r (L 1/2)).

Ref: Vibration Analysis for Electronic Equipment, by David S. Steinberg

Steinberg’s Criterion:

Log (Number of Cycles to Failure)

Log (Peak Strain)

Solder Fatigue Life
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PCB Vibration Analysis Identifies Harmonic Modals & Local Stresses 
Which Enables Component by Component Fatigue Life Calculations

1st Harmonic 2nd Harmonic

3rd Harmonic
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Generic Failure Categories
- Shock

� Animated Simulation Visualizes Transition of 
the Shock Wave Through the Structure of the 
Module.  

� Peak Stresses, Material Strain, Motions & 
Displacements Can be Identified.

� Potential Failure Sites Where Local Stresses 
Exceed Material Strength Can Be Identified & 
Prioritized.

� Zoom In On Surface Such as Potential for 
Snap Lock Fastener Release

� Wire Frame View Allows Xray Vision of 
Internal Features.
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Predicting & Confirming Thermal Stress & Thermal-Mech. Reliability
- Detection of the Module’s Durability Weak Link, 
- Two Large 1020 Resistors, Located in the High Temperature Zone

Durability Simulations Identifies Most Likely 
Parts to Fail Due To Thermo-Mechanical Fatigue 

Identified (Large Body 1020-S.M. Resistors)

Thermal Analysis 
Identifies Internal 
Thermal Stress & 

Overstress “Hot Spots” 
From Power Dissipation 

& Environment.

1020 Resistor Fatigue Confirmed 
In Accelerated  Life Test 

Infrared Thermal Imaging Of Thermal 
Stress & Overstress “Hot Spots”

Thermal-Mechanic Durability Modeling to Identify Potential 
Intermittent Circuits Due to Themo-Mechanical Fatigue
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Summary 
� 1990 era cost reduction efforts in DoD programs redu ced/eliminated

� System engineering, RAM, development testing & sust ainment planning.
� Resulted in large development cost overruns, excess ive maintenance burdens 

and increased support costs in a number of MDAPs.  

� DoD leadership has instituted efforts to reverse thi s trend by revitalizing 
these system engineering, system assurance, RAM and  sustainment 
technologies and methods. 
� Some of these policy changes have been incorporated  into law by the Weapon 

Systems Acquisition Reform Act of 2009. 

� The DoD Developmental Test and Evaluation & Systems Engineering 
Directorates are working to implement these initiat ives.
� 5 Yr RAMS support contract renewal awarded to Decisive A nalytics Corp. (DAC) 

- Replacing High Performance Technologies Inc. (HPTI )). 
� New DoD Direct S.E. Reliability Policy Lead Recently  Selected.
� Efforts to Balance New Reliability Initiatives with  Program Management, 

Procurement Initiatives 
� Impact of DoD Efficiency (Budget Cutting) Effort TBD .
� Status of 217-G Draft & 217-H (PoF) Proposal TBD pe nding outcome of 

review for compatibility with the new RAMS/WSARA in itiatives


