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What idDesign for Reliability (DfR)?

o Reliabilityi s t he measure of a
o eperform the specified fun
o eat the customer (with the
o eover the desired |1 feti me

o Design for Reliabilitys aprocess for ensuring the
reliability of a product or system during the design
stage before physical prototype

o Often part of an overall Design for ExcellenDéX)
strategy
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Warning Df R Sol uti onso0o Df R

o DIR Focus is on activitiesfore prototype

o Others Focus is on the entire product lifecycle (HALT, rot
cause analysis, reliability growth)

o DIR Focus is on preventing single point of failures

o Others Focus iIs on systéwel failures and failure modes
(safety)
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Why Design f&eliability (DfR)?

o Thefoundationof a successful product is a
robust design

o Provides margin

o Mitigates risk
from defects

o Satisfies the
customer
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Who Controlslectronic Hardware Déesign

Electrical Designer Mechanical Designer
o Circuit Schematic o PCBLayout and Outline
o Componengelection o Other aspects of
o Bill of materials (BOM) electronic packaging

o Approved vendor list (AVL)

Both parties play a critical role ¢
IN minimizing hardware
mistakes during new product
development
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When Do Mistakes Occur?

o Insufficient exchange of information between electrical
design and mechanical design

o Poor understanding of supplier limitations

o Customer expectations (reliability, lifetime, use
environment) are not incorporated into the new product
development (NPD) process

There can be many t hi
know you donodot knowo
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WhyDfRFaster / Cheaper

10% 2%

o TraditionalOEMs Spend 15% O Initial Design
almost/5% of product
development costm
testfail-fix

J Engineering
W Test/Failure/Fix Cycle

1 Demonstration

73%

o ElectroniOEMSs that use
design analysis tools

o Hit development costs 82% /‘ ~
more frequently o

o Average 66% fewer respins T
o Save up to $26,000 in rspins p )|

Gene Allen and Rick Jarman .Collaborative R&D; (New York John Wiley&Sons. Inc. 1999). 17.
Aberdeen Group, Printed Circuit Board Design Integrity: The Key to Successful PCB Development, 2007 http://new.marketwire.com/2.0/rel.jsp?id=730231
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WhyDfR Earlier is Cheaper

1000 x

Cost Of Unreliability
2x More

1x
CONCEPT DESIGN VALIDATION PRODUCTION
- Ideas/Sketches - Lost Market Share . Warranty/Recall
. Engineering/Design - Verification/Testing . Prototype Parts
. Specs/Drawings " Lost Production
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How DfR?

o SuccessfllfRefforts require the integration of product
design and process planning into a cohesive, interactive
activity known as Concurrent Engineering

—— Performance
— Testability low est overall life-cycle costs

o Manufacturability

Design [—» Yerfy ™ Review +Frndu:4—> Test

Service

problem prevention
— Cost instead of problem solving
and redesigns!

—— Quality
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DfRImplementation

o Many organizations have develop@dRTeams to speed
Implementation

o Success is dependent upon team composition and gating
functions

o ChallengesClassic design teams consist of electrical and
mechani cal engl neers tral

o DfRrequires the right elementspmdrsonneénd tools

N AN auulﬁOIlSo
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DfRTeam

o Component engineer
o Physics of failure expert (mechanical / materials)
o Manufacturing engineer
o Box level (harness, wiring, boaamdboard connections)
o Board / Assembly
o Engineer cognizant of environmental legislation
o Testing engineer (proficient in ICT / JTAG / functional)
o Thermal engineer (depending upon power requirements)
o Reliability engineer?
o Depends. Many classic reliability engineers prokmiged

valuein the design process due to oeenphasis on statistical
techniques and environmental testing
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GatingDfR

' |
| | | ! |
Market : Idea : Concept | : I_aL:&_nch |
Research : Generation : Feasibility : : Production : Production
Start-U |
o~ e
i @ : @ ! : - :Pl : _ |
//mia’ ggjﬁgtr Bu;ilr;iss Q‘%W Final Check m
Submission 27
) R Functional
A Goal: Simultaneously Performance
- e . |, Design for
optimizing the design [ Reliaility R
3 : - : 'L,| Design for
A Reality: Need for specific gating Manufacture
C . . . Design for
activities (deS|gn reV|eWS) > Sourcing
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List of DfR Tools and Techniques (Wikipedia)

Many tasks, technigues and analyses are specific to particular industries and applications. Commonly these include:

« Buili-in test (BIT) (testability analysis)

+ Failure mode and effects analysis (FMEA)

» Reliability hazard analysis

« Reliability block-diagram analysis

« Dynamic Reliability block-diagram analysis!®!

s Fault tree analysis

+ Root cause analysis

« Sneak circuit analysis

s Accelerated testing

« Reliability growth analysis

« Weibull analysis

« Thermal analysis by finite element analysis (FEA) and / or measurement

« Thermal induced, shock and vibration fatigue analysis by FEA and / or measurement
« Electromagnetic analysis

« Statistical interference

+ Avoidance of single point of failure

« Functional analysis and functional failure analysis (e.g., function FMEA, FHA or FFA)
« Predictive and preventive maintenance: reliability centered maintenance (RCM) analysis
+ Testability analysis

s Failure diagnostics analysis (normally also incorporated in FMEA)

« Human error analysis

« Operational hazard analysis /

+ Manual screening

» Integrated logistics support

DfR Solutions
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List of DfR Tools and Techniques (DfR Solutions)

o Failure ModeAnalysis

o Failure Mode Effect Analysis (FMEA), Fault Tree/Tolerance
Analysis (FTA), Design Review by Failure Mode (DRBFM),
Sneak Circuit Analysis (SCA)

o Reliability PredictionEmpirical
o DesigrRules
o Design for Excellence
o Design for Manufacturabilityp{M), Design for Testabilit{d{T)
o TolerancingMechanical, Electrical)
o Simulation and Modeling (Stress)
o Thermal, Mechanical, Electrical/Circuit
o Simulation and Modeling (Damage)
o EMI/EMC, EOS/ESD, Physics of Falhaeting

DR Solutionso
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Failure Mode Analysis

o A process of identifying potential failure modes and
appropriate mitigations early in the design process

o Likely the most common DfR tool for reliability engineers

o These are generic DfR tools
o A Strength and Weakness

o StrengthCan provide amazing insight

o WeaknessCan be a boring, monotonou
no-value, checkhe-box activity
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o "Unfortunately, reliability engineering has
been afflicted with more nonsense than any
other branch of engineering.”
- Pat O'Connor (Author Practical Reliability
Engineering).
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Failure Mode Effects Analysis (FMEA)

o The classic fallure mode analysis technique
o Developed after World War Il

o Forces the team to identify failure modes and their
severity, their probabillity of occurrence, and their
detectability

o EXecuted as both a design analysis (DFMEA) and a
process analysis (PFMEA)
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FMEA (cont.)

o Conservative, regulated industries love FMEA
o Very concerned about safety

o Very concerned about having a written record of being
concerned about safety

o Other industries are less certain

o DFMEA can take too long (personal computer company
completed DFMEA three mortier product launch)

o PFMEA provided by suppliers can be boilerplate

DR Solutionso
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Valuable FMEASs

o For a FMEA to be valuable, two things need to happen

o One, the form should be fluid
o Functional block, geometry, etc.
o Scoring can be linear, actual measurements, etc.

o Two, actions that can be measured through statistical
process control should be identified

o Itis not a one and done

DfR Solutions
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DfR Outline

o DfR at Concept / Bloeiagram Stage
o Specifications

o PartSelection
o Deratingand uprating

o Design for Manufacturability
o Reliablility is only as good as what you make

o WearoutMechanismsand Physicsof Failure
o Predi cting degradati on 1 n

DR Solutionso
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What is the Latest in Design for Reliability?

o Traditional screening does not work

o Studies on DRAM, SSD, and Ceramic Capacitors have identifiec
metrics that indicate weaker parts, but these parts do not display
iInfant mortality behavior

o However, they do fail more often and earlier than the overall
population

o Studies by Google have found that temperature has
limited influence on the failure rad€ DRAM, flash memory, or
hard drives

o Activity levels also had limited effect on failure rate

o Overall calendar age was a better indicator, with significant
Increase In error rate for DRAM after 20 months

DfR Solutions
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What is the Latest in Design for Reliability?

o Cold is the new Hot

o Most stateof-the-art devices can have limited lifetimes
below 0C

TTF vs. Use Temperature
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DfR at Concept Stage
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Concept / Block Diagram

o Can DfR mistakes occur at this stage?
o Noééeé..and Yes

o Fallure to capture and understand product specifications
at this stage lays the groundwork for mistakes at
schematic ankhyout

o Important specifications to capture at concept stage
o Reliability goals
o Use environment
o Dimensionalonstraints

DR Solutionso
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Reliability Goals

Reliability 1 s the measure of a
o éeperform the specified function
o eat the customer (with their wuse
o eover the desired | ifeti me

Typical reliability metric®esired Lifetime / Product Performance

Desired lifetime
o Defined as when the customer will be satisfied
o Should be actively used in development of part and product qualification

Producperformance

o Returns during the warranty period

o Survivability over lifetime at a set confidence level
o Trytoavoid MTBF or MTTF

DR Solutionso
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Why is Desired Lifetime Important?

% Electronics: Today and the Future

Y Electronics: 1960s, 1970s, 1980s Wearout!
D

=

©

LL

No wearout!
Time
DfR Solutions
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Warranty Returns: Laptops (cont.)

Laptop 3 year Failure Rates
35% 31.0%
o0 30% - -==Total Failure Rate
k= == \alfunction Rate
E 25% - «wAccident Rate 50.4%
3 20%
S
Q 15% 0
8 10.6%
= 10%
X
5%
5% SquareTrade Laptop Reliability
0% I I I 1 I I I I I I I I I I 1 I I I 1 I I I I I I I I I I I I |
1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35
Months since Item Purchase
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Warranty Returns: iPad

Figure 2. Non-Accident Failure Figure 3. 12 Month Malfunction Rates of Common Portable Electronics
Reasons - iPad1 and 2

8.0%

" 6.9%
Speaker BUT;[JO” 7.0% 0
9% 8% Other 6.0% 5.8%
Software 10% 5.0% 4.5%
1 40/0 4.0% 3.4% 3.9%
3.0%
2.0%
0 0.9%
Screen Power & Battery 1.0% 0.3%
22% 37% 00 wmm N
iPad 2 iPad 1 Digital Smanrt Laptops Nethooks Basic
Cameras  Phones Feature
Phones

o Truly revolutionaryA consumer electronic as reliable (or more)
than typical highreliability electronics

o Key Drivers: More robust software, elimination of moving parts
(fans, keyboard, hard drive)
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Warranty Returns: Automotive Modules

Many manufacturers of automotive electronic modules track by
Incidents per thousand vehicles (IPTV)(over some time interval,
typically 1 year)

o Desired IPTV highly dependent on safety and propulsion

H yu Nn d a| B rakettp://www.hyundaiproblems.com/investigations/eenesislzmz/

o 25-30IPTV (a problem)

o 0.3IPTV (no a problem)

GM AntilockBrake ntpmoney.con.comizoosiosiosiautosigm_investigations

o 0.32IPTV (a problem)

o 0.03IPTV (no problem)

Saturn Power SteeriRgwm.aconpiins consaurmionzo0sinesigatons

o 14 IPTV (a problem)

Nissan TranSMISStiu.osinsadosocarsioblemsidetectresuts cimzacton number-PE130298SearchType=QuickSearchasummary=ive
o 50 IPTV (a problem)

o 0.6 IPTV (no problem)

AXIeS 4 to 14 IPT\tﬁ www.mysanantonio.com/business/fool/article/Diversifying-Away-From-General-Motors-4306695.php .
( ) DfR Solutions
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Product Performance: Survivability

o Some companies set reliability goals based on
survivabllity

o Often bounded by confidence levels
o Example: 95% reliability with 90% confidence over 15 years

o Advantages
o Helps set bounds on test time and sample size

o Does not assume a failure rate behavior (decreasing, increasing
steadystate)

o Disadvantages

o Can be reinterpreted through mean time to failure (MTTF) or
mean time between failures (MTBF)

DR Solutionso
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Limitations of MTTF/MTBF

o MTBF/MTTF calculations tend to assume that failures ar
random in nature
o Provides no motivation for failure avoidance
o Easy to manipulate numbers
o Tweaks are made to reach desired MTBF
o E.g., quality factors for each component are modified

o Often misinterpreted
o 5H0K hour MTB#&oes not meano failures in 50K hours

o Better fit towards logistics and procurement, not failure
avoidance

DR Solutionso
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WearouMechanisms and
Physics of Failueofy
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What is Physics of Failure (PoF)?

o Also known as reliability physics

o Common Definition

o The process of using modeling
and simulation based on the
fundamentals of physical scien
(physics, chemistry, material
science, mechanics, etc.) to
predict reliability and prevent
failures

DR Solutionso
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Physics of Failure: Modeling and Simulation

o What are we modeling / simulating?

o Packaging + Reliability (t > 0) = Material Movement

o Diffusion
o Creep
o Fatigue

DR Solutionso
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Diffusion

o Motionof electrons, atomsns, or vacancies through a
material

o Typically driven by a
concentration gradient
(Fickdos Law)

JdC, (Z )
NN

I

L.:?C AT )

T.(xth=-D,

Concentration

k

T {I: t) — ﬂl::[]) [1 — 2 (zx/iﬁ)] 0 Distance from electrode surface ()

o Can be driven by other forces (electromotive force, stress)
DfR Solutionso
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PoFBasedReliability Prediction

o Most physiesf-failure (PoF based models arsemiempirical
o The basic concept is still valid
o Requires calibration

o Calibration testing should be performed over several orders o
magnitudes

o Allows for the derivation of constants

o The purpose dPoHs to limit, but not eliminate, the influence of
material and geometric parameters

o E.Q., Solder: Testing must beeseformed for each package
family (ball array devices, gullwing, leadless, etc.)

DR Solutionso
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Physics of Failure (PoF) Algorithms

THCT O exp[

T~

¢

—0.67y40.75
Nf Df

=)
bH(,.;'I] ox )[E(I,HC;*I] I = L V ) 10
vp L CPITeT v,
a~0.51eVvao _
ewags exp(~' 0063)/0RH) TInDnpR X eXp[—bTDDB Vg} ‘eXP[EG];;?-,DB]
0.178510g°2 oy & 2 &
+0.92u [@} M Ae=0 b \Qg eXpEa%E_i
E| 036 L S0 Keeh T,
o Eopn E.NBT
Tenm X (J) - exp| T ] BT X exp|—byprr - Vi - expl }:;TI]
hs , h az2-n @
-a, ) TA =F +
(@z-a) % E2A2 " AG. | AG. %@ba%
Can be mind-numbing! What to do?
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36

9000 Virginia Manor R&te290, Beltsville MD 20705 | 303474-0607 | www.dfrsolutions.com

O



PoF and Wearout

What is susceptible to lotgrm degradation in electronic designs?
o Ceramic Capacitors (oxygen vacancy migration)

o Memory Devices (limited write cycles, read times)

o Electrolytic Capacitorglectrolyte evaporation, dielectric dissolution)
o Film Capacitors

o Resistor@f improperlyderated)

o SilverBasedPlatingqif exposed to corrosive environments)

o Relays and other Electromechanical Components

o Light Emitting Diodes (LEDs) and Laser Diodes

o Connectors (if improperly specified and designed)

o Tin Whiskers*

o Integrated Circuits (EM, TDDB, HCI, NBTI)

o Interconnects (Creep, Fatigue)

o Plated through holes Industry-accepted models exist
o Solder joints

DfR Solutions
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Ceramic Capacitor Lifetime Prediction

0]

Ceramic caps are typically not
during normal operation
t, _av,0 E.al1 1

-|-QD O

M LA

where t is time, V is voltage, T is temperature (K), n is a constant (:
to 7; nominally 4 to 5), Bs an activation energy (1.3 to 1.5) and K
IS Boltzman's constant (8.62 x>16V/K)

Lifetime may be limited for extended value capacitors

o Sub2 micron dielectric thickness

o Greater than 350 layers (increased failure opportunity)

DR Solutionso
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Inconsistency in Parameters (Different Failure Mechan

Voltage

DfR
Panasonic
Murata
Venkel
Intel
KemetA
KemetB

Temperature (K)
Temperature (C)
Voltage
Capacitor

HALT Life (minute
Model

DfR

Panasonic
Murata

Venkel

Intel

KemetA

KemeiB

0603/ DIR

3
3
4.6
5.9
3.4

383
110

18.9
0603/10uF/6.3V

192

16

2

35

273
8,279
32,155
3,132
6,482

Energy, Ea (eV
: Based on case studies with clients
0.31 Roughly equivalent to 2X / 15C
0.57 Roughly equivalent to 2X / 8C
0.8 Roughly equivalent to 10X / 20C
1.27 Average from seven types of X6S capacitors
1.14 Average from three types of X7R capacitors
1.43 Average from four types of X5R capacitors
418 433 433 433
145 160 160 160
12.6 37.8 37.8 37.8
0603/10uF/6.3V 0603/10uF/6.3V 0805/22uF/6.3V 1206/47uF/6.3V
15 0.75 23 4
Time to Failure é838C and 3.3V (years)
4 8 250 43
0 1 18 3
17 84 2,561 445
355 2,698 82,739 14,389
2,512 66,723 2,046,184 355,858
4,142 404,915 12,417,401 2,159,548
2,321 19,234 589,845 102,582
1,997 47,067 1,443,400 251,026
DfR Solutions
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Inconsistency Rarameters (cont.)

log(MTTF) MTTF(hr)

0 ' T ' T ' T T 1
0.2 0.4 0.6 0.8 1.0

log(E) E(V/um)

DfR Solutions
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True Physics of Failure!

o

—EA QHEA -
[ = JavNqg - | ex sinh PP
pf‘f”/ q ( p BT szT )

I criticay 1S @ Critical lonic charge level, a Is the characteristic
hoping distance) is the jJump frequency of the oxygen
vacancy, N Is concentration of oxygen vacancies, g Is Iol
charge of the point defect, EA Is activation energy, kB Is
Boltzmannos c¢ on sEamir dappliedT |
electric field

Randall, et. al., J. App. Phy (2013)

DR Solutionso
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Physics of Failure, Simplified
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Physics of FailudeSherlock

o Need for standardized physics ojfSEEa e
failure tool + easy access to S
necessary data (translation)

o Increasing requirement across
supply chains

o Boeing, GM, Embraer,
Volkswagen, BAE Systems, etc.

Constant Failure Rate
Generic Actuarial MTBF Database

DfR Solutions
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DfR Case Study
(Workstations)

DfR Solutions
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Use Case (Environment)

Notebook Workstation
Idle 22.1 20.9 37.1
Average 28.4 41.2 48.4
Maximum 52.6 63.9 69.4
Idle 21.6 21.0 36.8
Northbridge Average 41.8 31.8 44.6
Maximum 46.7 61.6 55.3
Idle 21.6 20.9 38.1
Memory Average 37.0 35.0 46.8
Maximum 51.0 43.9 55.6
Idle 18.9 17.5 35.8
Outlet Air Average 20.1 22.2 43.4
Maximum 24.3 40.8 54.1

o Thermal measurements under range of use cases

o Inputted into multiple stages of the DfR process
(component reliability, thermal cycling, connector

reliability, etc.)

DfR Solutions
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DfR: Temp Cycling

Predicted Lifetime of Notebook Workstations

S (&)

Probability of Failure (%)
w

\

Time (years)

o Used large, fingitch,
stackeddie graphics DRAM _ =__
and then placed them ina ——=====
mirror configuration

DR Solutionso
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DfR: Connectors

o 6 Consguraadre 6 ¢ (EEEEEEEETRETE TSRS
can use industrial/military DIMM socket 30 100

. . SATA jack/cable 20 90
levels of plating (with
. DIMM socket 30 90
frequent use of spot plating)

SATA jack/cable 30 90
o Use ofPoRo calculate DIMM socket 20 90
lifetime based on nickel DIMM socket 40 120

|ayer thickness SATA jack/cable 25 180

DIMM socket 10 100
SATA jack/cable 25 80
DIMM socket 45 85
DIMM socket 20 110
SATA jack/cable 30 400
DIMM socket 10 100
SATA jack/cable 20 70
DIMM socket 5 170

DfR Solutions
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DfR: Shock and Vibration

o Mounting strategies can influence natural frequency and
magnitude / location of displacement

DfR Solutions

O

48 9000 Virginia Manor R&te290, Beltsville MD 20705 | 303474-0607 | www.dfrsolutions.com



Overall Design Practices

o Use of slots to prevent
overconstrairdr buckling
and Torxscrews to avoid
camout

o Rounded corners (to prevent cracking) and channeling tc
direct fluids (indirect splash)

o Strain relief loops and offjlass
drivers in LCD connections
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